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Abstract

Deep neural networks(DNNs) are the most successful image classification algorithms these
days. They have prevailed in applications and inspired visual neuroscience research. How-
ever, adversarial attacks on such networks were discovered recently, posing potential threat
to their application security and challenging on our presumed understanding of their mech-
anism. This thesis is devoted to investigate the reason behind why DNNs are vulnerable
to adversarial attacks. To obtain an intuitive understanding of a simple DNN while not
losing the image classification capability of the network, we adopt a 3-layer fully connected

architecture that learns its parameters from the MNIST dataset.

By speculating the potential causes of adversarial attacks, we arrive at the hypothesis
that adversarial vulnerability is a result of the linear transformation components of DNNs
learning to disentangle classes within a low dimensional manifold. In the case of MNIST,
the manifold dimension is estimated to be 6. For 90% of randomly sampled images, their
distance to the learned network decision boundary is less than % of their distance to the
corresponding manifold class. This suggests that the DNN is learning a highly curved
decision boundary which lies close to data in image space, rather than separating image
classes on the manifold with the maximal margin. The implication of this hypothesis is
empirically quantified by measuring the sparsity of hidden unit activation. It is observed
that adversarial attacks induce dense, weak hidden activation supporting the attack class,
and sparse hidden activation supporting the benign class. Another consequence of the
linear transformation feature of DNNs is that large visually unrelated subspace of images

can be equivalently perceived by the network.

We verified a simple attempt to increase the network’s robustness by adding noise on
training images and discussed its limitations. Building on top of this understanding, we
suggest several characters that should be included in an alternative image classification
model robust to adversarial attacks and can be generalized to deeper neural network mod-

els.
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Introduction

Recently, deep learning has prevailed in computer vision applications. Banks use deep
neural networks(DNNs) for facial costumer identifications, and autonomous driving cars use
deep neural nets to recognize road signs. On a particular dataset, deep learning models are

shown to have comparable or even superior image classification accuracy than humans(|1,

2]).

In addition to engineering applications, deep neural nets has also inspired visual neu-
roscience. Due to its inspiration from biological neural systems, studies have suggested
that feed forward deep neural networks could serve as a model for the visual pathway
and visual perceptual learning ([3, 4, 5, 6]). They highlighted similarities between trained
DNNs and the visual cortex such as behavioral and physiological patterns in human and
monkey experiments, and layer- and unit-specific changes during learning compared with

fMRI and electrophysiological data.

As the potential power of neural networks attract media and public attention, adver-
sarial attacks were discovered. Slightly perturbed image can be generated to alter the
classification of a well trained neural network classifier. Figure 1 shows such an example.
A state-of-the-art DNN classifies the left image as a panda. But after a visually imper-
ceptible perturbation(middle) is superimposed on top of the original image to generate
an adversarial attack on the right, the same neural network classifies the new image as a
gibbon with 99.3 % confidence.

Images like this poses significant danger in existing neural network’s applications. Ma-
liciously induced attacks could threaten bank account safety and alter the behavior of
autonomously driving vehicles. What is more important is adversarial images challenge
our presumed understanding of the deep neural networks, especially their similarity with
the visual system, since they are examples that differentiate the response between the two
systems. Hence understanding why neural network are vulnerable to adversarial attacks
become an important question for application security. It also gives an opportunity to un-
derstand the image classification strategy used by neural networks compared to the visual

System.
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“panda” “gibbon”

57.7% confidence 99.3% confidence

Figure 1: Example of an Adversarial Image on ImageNet data set, taken from [1|. Left:

Original image, Middle: Scaled perturbation, Right: Adversarial Image

This thesis studies adversarial attacks of feed forward neural networks trained to rec-
ognize images. Although our ability to understand large scale computation is limited, we
can build intuition about the how adversarial attack alters a neural network’s decision
by studying simple systems. Therefore we study the adversarial vulnerability of a sim-
ple 3-layer feed forward neural network trained on the MNIST hand written digits. Our

discussion on adversarial vulnerability is organized with the following order:

Chapter 1 introduces feed forward neural networks. Chapter 2 defines adversarial im-
ages and gives an overview on common attack and defense methods. Chapter 3 goes over
potential causes of adversarial images and narrows down the hypothesis to the linear trans-
formation feature of DNN. At the end of Chapter 3 we introduce the network architecture

and data set used for this investigation.

Then we approach the problem of adversarial vulnerability from two directions: one is
understanding the data set’s topology in input space and the other is how linear transfor-
mation influences the network decision. Chapter 4 studies the former aspect by estimating
the dimension of data distribution. Chapter 5 then compares the data manifold topology
with decision boundary topology learned by the neural network. In Chapter 6 we showed
that small perturbation could be summed up to influence higher layers as a result of the
linear transformation. In Chapter 7 we analyzed the visual resemblances of images within
the subspace that equivalently activates a population of hidden units. In Chapter 8 we

tried an attempt to increase the network’s robustness and discussed its limitations.



Chapter 1

Feed Forward Neural Networks

In this chapter, essential knowledge of feed forward neural networks(FFNN) are introduced
to give a sufficient foundation for readers to understand the following chapters. First, we
introduce the definition of feed forward neural networks, followed by the learning process,

then we discuss their applications and limitations.

1.1 Definition

A feed forward neural network with L layers is a function f : x — y with input x and
output y composed of L sequential information processing layers. To compute y, input
x, the 1% layer, is processed in a "feed-forward" fashion. Each subsequent layer with N,
neurons, expressed by a vector H, is computed from its previous layer of N;_; neurons
with their activity H~1. As shown in figure 1.1, the computation of each layer involves

first, a linear transformation:
h! = WH' ! + b (1.1)

where [ > 2, W! € RNM-1XNi and bl € RM. The output of this linear transformation, h',

is then passed through a nonlinear activation function, one example is:

H' = RELU(h') (1.2)
Activation function RELU is an element wise operation on h:

RELU (h;) = max(0, h;) (1.3)
Other instances of activation function include sigmoid,

o(hs) !

aR (1.4)

11
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H! = RELU( Y, WiH!™" + b))
J
Figure 1.1: Layer wise processing of a feed forward neural network.

With each layer of information processing being a linear transformation followed by an
element wise nonlinear operation, a neural network is essentially a composition function.
The name suggests its resemblance to biological neurons. As the activation of a single
neuron in the [th layer Hll computes a weighted sum from neural activation of its previous
layer H'=! and adds its own bias term bé, before being passed to an activation function.
An illustration can be found in 1.1. This computation process resembles Perceptron, a

classical simplified model of single neuron computation [7].

1.2 Learning

Learning for a neural network model f : x — y means approximating a function g: ¢z — ¥y
by adjusting its parameters including weights and biases § = {W! bl for I = 1,2,..., L}.
The architecture, including the number of layers, the number of neurons in each layer
in addition to the activation function, is set by the trainer and does not change during
learning. In practice, ¢ is an unknown function described by a data set D consists of NV
tuples corresponding to observed pairs of input and output from function g: (x;, ¥i)ie1,.. N
where y; = g(x;). For example, an image classification data set has x;, the pixel-wise

description of an image, and y;, the corresponding human assigned label of that image.

A neural network learns by finding parameters that fits the data set. This is theoreti-
cally possible since neural network models are known as universal function approximators.
Meaning that by adjusting its parameters, f can get very close to approximating any g.

Some mathematical intuition behind the approximation ability of multi-layered percep-
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trons has been suggested by Cybenko and others (|8, 9]). They proved that a single layer
of neural network with infinitely many neurons with sigmoid activation function is able to
approximate any nice function arbitrarily close. The intuition behind is that the function
space spanned by the parameters 6 of f is dense from x to y, hence there always exists a set
of parameters that can get arbitrary close to g : x — y. Although theortically one-layered
neural network with infinitely hidden units can approximate any dataset, in practice, deep
neural networks with more than two layers are used more often rather than a single layer.
This is in part because real world data set contains statistical redundency. For example,
images from the natural world contains statistical redundancies that they are scale and
location invariant. In such cases, the deeper layers of a deep neural network are able to re-
cycle the computation results of their previous layers, which helps to save an exponentially

number of computing units compared to learning using only one single shallow layer.

To adjust the parameters of f to approximate g described by a data set, learning is
formulated into an optimization problem. In particular, we are looking for 6 that minimizes
a cost function J. The cost function measures the deviation of network output f(z) from
g(x). Usually the network output in the last layer(with K neurons) is normalized to sum
up to one and seen as a distribution of the network’s confidence in each class ¢ from a
total of K classes. Although it is highly questionable whether they actually represents a
probability. A cost function can then penalizes the deviation of P¢(z) from Pg(z), which
is a delta function concentrated on the truth label g(z). The cross entropy cost function

for one image z is formulated as:

K
J(x) = - Z P¢(2)i log(Pg(2);) (1.5)

To measure generalization and prevent over-fitting, the data set D is randomly split into
a training set Dyrqin, Which is used to learn the parameters, and a test set Dyeg, Which is

used to evaluate how well f approximates g.

In practice, the cost function are evaluated on mini batches of n data points {(x1,y1), (x2,y2), ...(Tn, yn) }
randomly sampled from Dipqin. The cost function for mini batch sums up cost function

for each data point in the batch:

n K
Fvaten = = > Pr(ax)ilog(Pg(wy)i) (1.6)
k1

Due to our knowledge of ¢ is limited to observations, the global landscape of 7 can not
be mathematically formulated. So parameters 6 are updated by the gradient information

from randomly sampled mini batches with step a:

W= W' — aVywi Jvaten (1.7)
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bl = bl — aVywi Jvateh (1.8)
To train a neural network, this stochastic gradient descent process updates the 6 until it

converges and cost function do not go lower, corresponding to being in a local minimum.

The classification performance of a neural network is evaluated on Dyey: by the percentage

of correctly classified images:

[{f (i) = g(x;) : (w5, 9(x;)) € Dyest |
‘Dtest‘

Accuracy = (1.9)

1.3 Applications and Limitations

Neural Network methods became popular since AlexNet, a 7-layer-feed-forward neural
network, won the imagenet classification challenge in 2010 [? |. Since then, deeper and
deeper feed forward neural networks are trained for image recognition. Their classification
accuracy is reported to even exceed human classification performance on ImageNet data
set ([2]). Because of their high classification accuracy and simple training procedure,
deep FFNN models has become the state-of-the-art methods for image classification and
other tasks. Variants of FFNN such as recurrent neural networks and long short-term
memory networks have also been used for natural language processing, automated language
translation and others. Neural network’s popularity has dueled beyond academia into
applications that were once unthinkable to be replaced by machines. Examples of such
include road sign identification for autonomous driving (|10]), playing GO against human

players (|11]), and using facial recognition for personal banking identification ([12]).

Besides engineering, neural network methods have also inspired the study of biologi-
cal visual recognition. Researchers have discovered similarities between neural networks
(NN) and primate vision in image recognition and visual perceptual learning ([3] [13] [4]).
They highlighted representational similarities between hidden units of neural networks
compared to monkey physiology and human fMRI data seeing images from different cat-
egories. Hence, many have come to see deep neural network as a framework of visual

information processing (|6, 3|).

At the same time, other researchers highlighted differences between DNN and human
visual recognition. For example, CNN image recognition performance deteriorates much
faster with image distortions compared to human observers [14]. Computationally, deep
convolutional networks lack neurally-inspired components of local gain control which are

ubiquitous in biological sensory systems [15].

DNNs also have many unanswered questions that can be easily overlooked. One is

architecture. In a neural network, the depth, the activation function, and the number
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of neurons within each layer are arbitrarily preset by the trainer. Understanding on how
those architectural specification influences their learning and performance, and what type

of architecture is optimal for a specific type of data set is still a subject of research.

Another issue is DNN’s interpretability. A neural network with L layers have a total of
ZZL |[W!| + |b'| number of parameters. This amount of parameters is most of the time,
larger than the number of training examples. Unlike laws of physics with several variables,
understanding how a big set of parameters influence the neural network’s computation
goes beyond the grasp of human intuition. Because of these reasons, neural networks have

earned a reputation of being "black boxes".

Having a large number of parameters is also against the idea of using as little parameters
as possible in statistical learning theory. This is because fitting data with a model that
contains too many parameters could result in the problem of over-fitting, which is the
situation that the model fit too closely to its training data, and fail to generalize to an
unseen set of test data. But this problem of generalization does not seem to emerge for
neural networks on the test set as their classification accuracy remains high. However, the
reason behind why neural networks with a big set of parameters learn to generalize is still

under investigation.

Another controversial feature of neural network is related to the training procedure.
Since stochastic gradient descent is used to navigate the parameter space. Depending on
the landscape of the loss function, rather than converging to the global minimum, pa-
rameters can easily get stuck in local minimum. Therefore, the same network architecture
independently trained with different initial condition can converge to a completely different

set of parameters.



Chapter 2

Adversarial Attacks and Defenses

Adversarial attacks on image classifying networks were discovered in 2014([1, 16]). They
challenged the computational vision field’s understanding on the classification ability of
DNNs. As a visually indistinguishable perturbation, superimposed on a correctly classified

image, is possible to alter a network’s classification.

The possibility of generating images that fool neural networks poses threats to applica-
tion security. A stop sign, maliciously attacked, could be regarded as a speed limit to an
autonomous driving car; a face, maliciously attacked, could fake someone’s identity. Any
existing application that relies on the assumption that neural network recognizes images

in the same way as humans do is vulnerable to this attack.

On the other side of this danger is an opportunity. Despite many people see deep
neural networks as models of visual information processing (|4, 3|), adversarial images
are examples of images that the two system respond differently to. Hence studying NN’s
vulnerability to adversarial attacks is a starting point to deepen our understanding of both

NN and human vision.

Despite its urgency and importance, until today there does not exist a single defense
method that is robust to all adversarial attacks, and the adversarial problem remains
unsolved ([17, 13|). In this chapter, we define adversarial images, and go over commonly

used attack and defence methods.

2.1 Definition

A neural network f has the goal of approximating some image classification function g:

R? — k, k € Z. g can some person, letas say George, whose job is to look at some images

16
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he identifies and assign each of them one category in Z. At the end of many days, George
produced a data set D, which is divided into training data Diyq;n and test data Dieg.
Instances of Dypqin are used to train f, and how close f approximates g is evaluated on

Diest- The higher a model scores on the test set, the better the model is regarded to be.

The problem is: having a high classification accuracy on the test set is not a sufficient
condition for f to classify all images to be the same class as George does. Adversarial
images are examples of such cases. Hence the difference of classification between f and g
is taken into consideration for the most general definition of adversarial image sets that is

based on perceptual difference:

Definition 2.1.1. Perceptual Difference Definition An image x that ¢ identifies to be z
in a category set Z is an adversarial image of a neural network f if f classifies x as some
category other than z. The set of adversarial images from this definition can be denoted
as all images on a manifold M%: A = {z : f(2) # g(x),r € M?}. M? € R? is a subspace

that contains all images that George identifies to be in one of the categories in Z.

If the adversarial set A in this definition is empty for a neural network f, it implies that
the neural network f classifies everything from the class categories Z in the same way that
George does. This represents our fundamental wish to replace George with f. However,
we don’t know who George is, if he classifies images in the same way as another person
do (although probably, based on our experience), and what are all the possible images
M? € R? that George identifies with. Formulating the function g representing George’s
visual recognition in a more quantitative matter is a future investigation of psychophysics.
But an ill formulated g which makes the adversarial set difficult to quantify and study

under this perceptural difference definition 2.1.

An alternative definition of adversarial image is purposed based on the fact that our
perceptual identification of an image does not change if the image altered within a small
euclidean norm shift from itself([18]). Hence any image x’ within a small euclidean distance
€ from an image z in the data set should have the same perceptual classification for George
as for any other person: g(z') = g(x). With this idea we can define adversarial images

with this notion of Euclidean Norm:

Definition 2.1.2. Fuclidean Norm Definition An image x’ is an adversarial image of f if

L f(a) # g(x)
d 1 ...
2. There exist a corresponding image in the data set x € D that satisfies 4/ W <e

3. € is small.
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The set of adversarial images within an e distance from the original data set is: A% = {2’ :

Jz € D, \/@ <6 f(a') #g(x)}

Compared to the perceptual difference definition 2.1, this definition of adversarial images
base on Euclidean norm is more rigorous as it only relies on knowing the data set. This
is also the reason that most of the main stream adversarial literature uses the Euclidean
Norm definition ([19, 16, 20]).

2.2 Common Attack Methods

Given a neural network f, there exist many attack methods to generate adversarial images
of f. We group these attack methods into gradient based attack, optimization based attack,

decision based attack, and transfer based attack.

2.2.1 Gradient Based Attack

The general idea behind gradient based attack is to apply gradient of the loss function
with respect to the input to search for adversarial images. Gradient based attack methods
include Fast Gradient Sign Method (FGSM) and Basic Iterative Method (BIM) (|21, 16]).

Fast Gradient Sign Method(FGSM)

We denote the input image as X to emphasis its vector property, a network f computes
classification y = f(X). FGSM generates adversarial image X' to be misclassified by the
network as the target attack label 3/ # y with a chosen perturbation step e:

X' =X —esign(Vx T (X,y')) (2.1)

This attack method find a direction to change in input that decrease the loss function with
respect to the attack label /. If the parameters of network f is known, then FGSM can

quickly generate adversarial attacks.

Basic Iterative Method (BIM)

Basic iterative method was developed to increase the success rate of adversarial attack,

its iterative procedure also enables finding the smallest possible adversarial attack. The
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iteration starts with the original image:

X=X
Then BIM takes iteration steps of size o until the network classifies X’ N as the attack
label y/':

XV = Clipx | XY = asign(Vyn T (X, 4)) (2.2)
Clipx (-) is a projection function to make sure - stays within the specified image pixel
range Xin and Xpq: of X and maximum deviation e from X;:

ClipX,e(Xz(N) = min(Xmaxa X; + €, maX(Xmina X; — €, XZIN)) (23)

2.2.2 Optimization Based Attack

Optimization based attack transfers the adversarial generation problem into an optimiza-
tion problem. Often the objective is to find the minimal perturbation that alters the
network’s decision. This include the Carlini-Wager attack and the decision based attack
(122] [23)).

Carlini-Wager Attack

By formulating an adversarial attack into a constraint optimization problem, Carlini-Wager
Attack generates attack image X’ = X + 6 using an optimizer without taking the gradient.
min D(X, X +9)

Il (2.4)
st. f(X+0) =1, (X+0) €01V

D is a distance measure which can be Ly, L1, Lo or Lo, 3/ is the attack target.

Decision Based Attack

This attack method preforms rejection sampling to find an adversarial attack with the
smallest perturbation in some distance measure D. The attack can be performed without
knowing the parameters of the neural network (|23]). To attack X, the algorithm start with
X’p, which is an adversarial image or an image in the target class, i.e. f(X'g) =4'. For
each iteration step N, the algorithm samples a new X’y from a proposal distribution(such

as a Gaussian) that satisfies the following conditions:

1. D(X'n,X) < D(X'y_1,X)

2. fX'y) =9
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2.2.3 Transfer Based Attack

This is a particularly interesting and intriguing class of attack. It relies on the fact that
adversarial examples are usually transferable between neural network models ([1]). That
is, adversarial images that fools one neural network model also fools other neural network
models which are independently trained with different specified architectures. Based on
this property, transfer based attack trains an ensemble of neural networks on the same
data set. To attack an unknown neural network, it simply generates adversarial attacks
that fools all neural networks within the trained ensemble. The substitute attack very
often fool the unknown neural network classifier (|24], [25]). The success of this ensemble
method suggests that adversarial vulnerability could be caused by a common problem

shared among neural networks independent of their architectures.

2.3 Common Defense Methods

The common defense methods include defense by adversarial training, defense by gradient
masking, defense by Generative Adversarial Network(GAN). Each of them suffer from their
own limitations. Till today, there is no single defense method that can prevent a neural

network from all possible attack methods.

2.3.1 Defense by Adversarial Training

This is the most common adversarial defense method. The idea behind is: adversarial
images have different statistics from images in the data set. Therefore it is unfair for the

network who has never seen adversarial images to recognize them correctly.

Defense method by adversarial training uses adversarial attacks to augment the training
set of the network (|? |). While this method does generate networks that are robust
(in terms of classification accuracy) to the attack method that generates the augmented
training set(FGSM, for example),the adversarial robustness do not generalize to other
attack methods such as decision based attack ([26], [27], [13], [28], [24], [29]). With this
line of thought, one would need to use all adversarial attack methods to augment the

training set to make a network robust, which is an in-feasible task.
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2.3.2 Defense by Gradient Masking

Another idea to defend a network against gradient based attacks such as FGSM and BIM
is to mask the gradients of that network. Gradient masking defenses drive the network to
a saturated nonlinearity regime. One commonly used example is Defensive Distillation.
Defensive Distillation is based on the idea of modifying the softmax function of the last

layer by adding a temperature parameter:

2(z);

e T
z(z);

Zje T

softmax(x,T) = (2.5)

z(x); is the network’s i neuronal output. Since softmax is usually the last layer of the
network, it is also the first layer used in a gradient based attack. When temperature is
high, the gradient of the network is very small. With this activation, the gradient based
attack does not have nice guidance on direction of input perturbation to find adversarial

attacks.

However, similar to defense by adversarial training, defensive distillation does not gen-
eralize to defend attacks that does not use the gradient information, such as boundary
attack or transfer based attack( [30, 31]).

Defense by Variational Autoencoder One of the most promising defense method on
MNIST data set is to use a variational auto-encoder (Schott 2018 [17]). This idea comes
from a Bayesian prospective. One would want to learn a causal relationship between y and

X, i.e. what in X is causing the classification of y. Using Bayes rule:

p(X|y)p(y)

p(y|X) = (X)

x p(Xly)p(y) (2.6)
The prior p(y) is estimated from the training data. For each label y € Z, the model
evaluates p(y|X) which is the multiplication of its prior p(y) and likelihood p(X|y). The

log likelihood is calculated as:

ly = log(p(x]y)) = Ey ¢, (z/x) log po(x|2) — Drc1[q4(2]x)[|p(2)] (2.7)

z is the latent variable from which the generator py(x|z generates X. g4(z|x is a network
that infers the latent variable, and By having those two networks, [/, can be calculated for

each class, leading to the final decision y as the one which maximizes log p(y|X).

This model is robust to the state-of-the-art attack methods, also, when the model is
fooled by some adversarial attack, the adversarial examples are meaningful to the human

eye.
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One take from the success of this model is that a network need to know a generative
model that attribute to a particular class y. The shortcoming of this model is that one
variational autoencoder needs to be trained for each class, hence it is difficult to generalize
this defense method to other, more complicated data sets such as ImageNet. It also uses a
completely different architecture from the artificial neural network. However, one can still

get some inspiration from the success of generative models.

2.3.3 Defense by Generative Adversarial Neural Networks(GAN)

Other defense methods use GAN to improve adversarial robustness including APE-GAN
and MAG-NET ([32], [33]). The general idea is to have a discriminator network that tells
whether an image is an adversarial or a benign example, and a generator network which
projects the adversarial back to the data manifold. However, Carlini & Wagner showed
that both of these method does not work. For example, MAG-NET is not robust to Carlini
Wagner Lo attack ([34], [22]).



Chapter 3

Speculating the causes

In this chapter, we go over speculated causes of neural network’s vulnerability to adversarial
attacks in order to narrow down our hypotheses. In the second part of this chapter, we

introduce the data set and architecture used in this study.

3.1 Speculated Causes of Adversarial Attacks

3.1.1 The Bayesian Hypothesis

The Bayesian Hypothesis says that Adversarial examples exist because the network is
not being Bayesian. A neural network learns by stochastic gradient descent. It adjusts
parameters in little steps towards the direction of the steepest gradient that leads to a
reduction of the cost function. At the end of learning, the network learns one set of
parameters theta which has converged to some local minimum of the cost function. But
this set of parameter is not unique, networks with the same architecture and different
parameter initialization would end up learning different parameters despite training with

the same data set.

The Bayesian idea says that instead of treating the parameters theta as a set of deter-
ministic value, it should be seen as a set of random variables coming from a distribution.
Any set of parameters sampled from this distribution evaluated on the data set would
produce a low cost function. A classifier should integrate all the possible random param-
eters to make decision that is independent of whichever local minimum the network has

converged to expressed by this equation: P(y|X) = [, P(y|X,6)P(0)d6.

A simple implementation of the Bayesian idea would be to train a set of networks with

23
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different architecture and different initialization on parameters correspond to each archi-
tecture. Assuming for an ensemble of independently trained networks, P(6) has equal
probability, then the integration result P(y|X) correspond to averaging this ensemble’s
output decision. Engstrom et. al. showed that this ensemble averaging process increases
classification accuracy on adversarial examples generated by rotating and translating im-
ages (|? |). However, by the set up, this implementation is not robust to adversarial
examples generated by transfer based attacks ([24]). Other than ensemble voting, another
simple method to approximate Bayesian inference in neural networks is by dropout ([35]).
If not doing Bayesian inference is the cause of the adversarial problem, those neural net-
works with dropout should be robust to adversarial attacks. However, existing results
tested on neural networks with dropout do not support this hypothesis (|18]). Hence, pro-
vided that Bayesian inference has many computational benefits, we do not think that not

having this feature attributes to network’s adversarial vulnerability.

In addition, the Bayesian idea suggests that adversarial vulnerability is caused by having
a neural network learning parameters converged until local minimum, instead of global
minimum of the cost function. An alternative view of this problem without probability is
to see the network’s learning as doing some constraint satisfaction problem. In this sense,
the goal of the learning process is to find a set of parameters that satisfy some constraint,
i.e. leading to a low cost function. By this definition, there exist a subspace of parameters
that equally leads to the same cost function/accuracy performance by the network. The
learning process would help the network to find a set of parameter that lies in this subspace.
But the definition of this problem does not specify that images that are close in euclidean
distance should be classified as the same image. Hence there is no reason behind why

solution to this problem should have this adversarially robust feature.

3.1.2 The manifold hypothesis

The manifold hypothesis states that Adversarial images exist because as the network gets
deeper, it tends to classify object along a small line of manifold. Duvenaud et. al. ([36])
studied the infinitely wide neural network as layers of Gaussian process, and showed that
the representation capability of the network tends to capture fewer degrees of freedom when
the number of layer increases. However, pointed out by the paper, this is a pathology
that emerges in very deep networks, since adversarial vulnerability is a problem for all
kinds of network architectures, this should not be the direct cause of adversarial examples.
Further, according to the manifold hypothesis, visually meaningful images lie in some low
dimensional manifold in the input space. This hypothesis can be an explanation of why

some very deep neural network achieves high classification accuracy.
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3.1.3 The generative component hypothesis

The generative component hypothesis states that adversarial attacks exist because neu-
ral networks do not have a generative component specifying the distribution of P(X|y),
rather, they learn a decision boundary that tiles the input space into the specified number
of classes. Other than the decision boundary information, the network does not learn the
distribution of the input data. Adversarial images, from this prospective, are images that is
close to one class of distribution, but is falsely classified by the network. There are current
neural network models implementation with generative component include Generative Ad-
versarial Network (GAN) and Variational Autoencoder (VAE). GAN is a coupled network
that contains a generator and a discriminator, both of which are deep neural networks.
Defence methods by GAN have been proven not effective. There are some preliminary suc-
cess of VAE which independently trains a VAE on each class of data, and then calculates
log likelihood to determine the classification output(|17]). This type of method will not
classify a nonsense image into one of the labels, in addition, adversarial attacks generated
on VAEs have resemblance to the visual shape of its target class. However, since training
a VAE which involves a generative component is rather slow compared to feed forward
neural networks, this method have problems to scale up for large image data set such as

image net.

Although having a network that learns a generative model of the data is quite an ap-
pealing idea, current implementation of Bayesian inference in the deep neural network
community does not produce adversarial robust models. Integration of the two ideas re-
quires more advancements on the area of integrating generative model with connectionist
networks. In the context of this thesis, as we want to understand better what feature in
FFNN causes its vulnerability, it is still valuable to study FFNN.

3.1.4 The quantization hypothesis

The quantization hypothesis states that adversarial attacks exist because images that are
being fed into the network is not quantized. Their motivation for quantization is mostly
biological. They states that as neural activities in the brain are binary, images that are
represented by the network should also go through some similar quantization process.
Meanwhile, quantizing the image would also filter out attack perturbation automatically
([37]). Defense method of this type trains the neural network on quantized images, they
support their argument by the fact that visual neurons represent and process images using
binary(quantized) neuronal spikes. The drawback of this method is neural networks trained

with quantized images also lose classification accuracy.
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3.1.5 The linearity hypothesis

The linearity hypothesis states that adversarial attacks are caused by the current neural
network being too linear. This speculated cause was briefly discussed in the earliest paper
on adversarial attacks. Goodfellow pointed out that the linear transformation part of
NN could attribute to its adversarial vulnerability, as a hidden neuron h; compute h; =
Zj W;;z; + b;. A small magnitude of change in each z; would accumulate into a big
change in h;, which is more significant if x has more pixels. He also showed that since linear
transformation is a feature shared by many machine learning models, adversarial attack
also exists for support vector machines, simple perceptions, and other models (|1]). This
may hint to why adversarial attacks are transferable among many neural network models.
Despite its simplicity, this explanation has not been generally accepted as satisfactory
because there has been no empirical observations or quantizations of linearity’s contribution

to adversarial vulnerability.

3.2 Approach from this thesis

So far we have reviewed the essential concepts related to feed forward neural networks and
surveyed the adversarial literature. Despite the importance of understanding the cause
of neural network’s vulnerability to adversarial attacks, this question has not been satis-
factorily answered in the field. By going over speculated causes of NN’s vulnerability, we
primarily suspect that adversarial images are caused by the linear structure of neural net-
work adapting its parameters to the training data set and fails to generalize to adversarial
images that are visually equivalent. We hypothesize that this effect should be able to be
quantified.

To study this problem, we set our definition of adversarial images to be the Euclidean
space norm definition 2.1 rather than the more generalized perceptual closeness definition
2.1 since the Euclidean space norm definition only depends on the data set and circumvents
the ambiguity of human psychophysics. We use a simple neural network architecture on a
simple data set to study the adversarial problem in order to have an advantage of simple

architecture while having a well performed image classifier.

For data set, we choose MNIST hand written digits, denoted as D. It is the most
commonly used data set in the machine learning community. It consists of 65,000 images
of hand written digits (784 pixels in the range of [0,1] with 256 shadings of gray) and their
corresponding human identified labels (between 0 to 9). D is divided into a training set
Dirain with 55,000 images and a test set Dyesr with 10,000 images. Sample images and

their corresponding labels are shown in Figure 3.1.
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Figure 3.1: Example images of hand written digits with their labels in MNIST.

We use a simple 3-layer, fully connected architecture to study the neural network’s
vulnerability of adversarial attacks. Shown in Figure 3.2, the architecture consists of 784
input units, 1024 hidden units, and 10 output units. When input image x is passed onto

the network, the classification output y is calculated as:

h! = W!x + bt (3.1)
H' = RELU(h') (3.2)
h? = W2H! + b2 (3.3)
H? = softmazx(h?) (3.4)

Softmax function is described by:

B exp h2j
a 22:1 exp h?j

As aresult, ), H?, = 1. Because of this feature, H? are often interpreted as a vector con-

softmaz(h?;) (3.5)

taining the network’s choice probability of each class. Finally, the network’s classification
y is determined by the maximal entry in H?;:

y = argmax H?, (3.6)

7

The dimension of vectors and matrices are: W1 ¢ R784x1024 \y2 ¢ R1024x10 K1 c R784
b2 c R1024
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Figure 3.2: The 3 layer fully connected, feed forward neural network we used to train on
MNIST data set.

=1 gx)=1

/

Figure 3.3: An example adversarial image. Left: One image from D. Middle: Scaled ad-

Jx) =7 gx) =1

versarial perturbation generated by FGSM attack. Right: An adversarial image classified
by the network as a 7.

The cross entropy cost function are used to learn the parameters W', W2, bl b2,
updated on the training set by stochastic gradient descent using ADAM optimizer. After
20 epochs on the training data, the network classifies images with 98.7% accuracy on
the test data. To study neural network’s response to adversarial attacks, we mostly use
gradient based attack because they have been shown to be the most efficient for finding
the minimal perturbation needed to fool the network. An example of an attack generated
by FGSM is shown in Figure 3.3.



Chapter 4

Estimating manifold dimension of
MNIST Images

Neural networks are trained on images that are visually meaningful for humans. This is
special as not all images appear to be visually meaningful for us. For example, we don’t
visually identify bar codes or QR codes as fast as a scanner, but we are really good at
identifying a zebra in the field. Adversarial images are instances of images that are identi-
fied by the neural networks as one thing and human vision as another. To understanding
the mechanism of adversarial attacks we need to understand two aspects: what are the
characters of images that are visually meaningful, and what are the characteristics of classi-
fication mechanism of neural networks. This chapter studies what is special about visually
meaningful images that composes the data set to get a better understanding of the former
aspect. In the context of our data set, we want to understand the topology of visually
meaningful hand written digits in input space, so that we can understand how decision of

network separates classes of images with such topological feature in the following chapter.

4.1 Introduction

To understand the topology of visually recognizable images in a 784 dimensional input
space is difficult as high dimensional data spaces goes beyond intuition. We associate
this question with the long existing manifold hypothesis ([38]). The hypothesis states
that visually meaningful images such as natural pictures or hand written digits lie in a
low dimensional manifold in their embedding space. Some intuitive explanation for this
hypothesis is that a lot of natural transformations such as translation, contrast changes,

rotation or scaling form a continuous curve in image space. This means that images
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identified to be the same class, for example, different scales of a hand written digit "2",
lie along a continuous curve in image space. The manifold hypothesis motivates us to ask
this question: what is the manifold dimension of MNIST dataset?

4.2 Method

Recall the definition of manifold dimension:

Definition 4.2.1. Manifold Dimension A topological space M is locally Euclidean of di-
mension k if every point « in M has a neighborhood U such that there is a homeomorphism

¢ from U onto an open subset of R¥.

In other words, every point in a manifold of dimension k£ has a local neighbourhood
that is the same as a open hypercube in R*. Following this line of reasoning, to estimate
manifold dimension on MNIST, we just need to estimate the dimension of local Euclidean

space around the neighbourhood of each data point = in the dataset D.

The dimension of Euclidean space can be described by the volume of points enclosed in
a hyper-cube of dimension k. For example, in R?, a hyper cube of length d encloses an

area of d?; in R?, it encloses a volume of d°.

If the dataset in R™ lies on a k dimension manifold, then a hypercube with length
d centered around each data x € D should enclose a volume of d* data points. If we
approximate the density of data to be p, then the volume equals to the density multiplied
by the enclosed number of data points in the neighbourhood of this data:

d* = pn (4.1)
n is the number of data points enclosed in this hypercube:

n:|{i:z|ac—:§| < d,i € D}| (4.2)

Taking the natural log on both side of equation 4.1, we arrive at:

log(n) = log(p) + klog(d) (4.3)

The dimension of data manifold k£ can be obtained by estimating the slope of log(n)

versus log d around the neighborhood of an average data.
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4.3 Implementation

We sampled 50 random data points z from the training set, n is measured for each x with
increasing d according to equation 4.2. But to keep the neighbourhood small enough, we
also fix d < 25. So there are on average 0.09% of data in the training set that are within

distance d from x.

We also note that there is a minimal distance between data points on MNIST since the
written digits are quantized with 256 gray values between 0 and 1. Further, having an n
too small would violate the assumption about data density p. To make the condition in

equation 4.1 meaningful, we set the minimal d = 9.0 to correspond to n > 0.1.

20 1

10 1

Figure 4.1: Average number of data points n within a hyper cube of length d centered

around a random imagez.
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Figure 4.2: logn versus logd. Black dot: log(n) versus log(d), Red line: linear fit of data,
described by log(n) = 6.08log(d) — 15.51.

4.4 Result and Conclusion

Figure 4.1 shows the averaged n across 50 randomly sampled z. As d increases, n takes a
shape of power law. Figure 4.2 shows log(n) versus log(d), which is well fitted by the linear
function: log(n) = 6.08log(d) — 15.51. We thus estimate k to be 6.08. Since the manifold
dimension is an integer, we can estimate that the data of MNIST lies in a 6 dimensional
manifold in the 784 dimensional input space. As data in MNIST are randomly sampled in-
stances of the continuous manifold, we may believe that rather than uniformly distributed,
visually recognizable hand written digits assume some special topological structure as a
low dimensional manifold embedded in input space. A classification done by the neural net

thus needs to disentangle classes of hand written digits along this small line of manifold.



Chapter 5

Decision Boundary Topology of
Neural Network compared to Data

Distribution

5.1 Introduction

In the last chapter, we showed that hand written digit images that we visually identify lie
in a low dimensional manifold. A neural network’s classification goal is to disentangle digit
classes along this small dimensional manifold. To understand why our neural network f
disentangles instances of image manifold in the test set successfully yet is still vulnerable
to adversarial images, we introduce a topological interpretation of adversarial sets in input

space, then try to understand how network decision boundary separates inter-class margin.

5.1.1 Label sets

To measure and quantify the difference between neural network f and data set D which

are discrete instances of g, we introduce the definition of label sets.

Definition 5.1.1. The label set Li(f) of a function f(z) with classification label k is a

set of the form:

In other words, for a classification function f, the label set Ly(f) correspond to label k

is the set of all images in input space that are classified by f as k. Similarly, Li(g) are

33



34 5.2. Adversarial Sets in Input Space

O\“\da\‘\!

\_%‘W—\
pe

) —
Network pecision Bound:

A A A
A g\%\ =1

Figure 5.1: A cartoon visualizing image space, decision boundaries of f and and level set
of g between class 1 and 7. Pink region and blue region correspond to manifold L;(g) and
L7(g) in input space. Pink triangles and blue triangles are data points from D labeled as 1
and 7 that lies on the manifold. Solid red line is the network decision boundary bordering
level set L1 (f) and L7(f), i.e. points that lie in the region above red line are classified by
f(x) as 1, below solid line are classified by f as 7. Red stripped region, which differentiates
level sets of f and g, are adversarial images. Solid line illustrates a decision boundary of

free from adversarial regions.

all the images being visually recognized as label k. With the understanding from the last

chapter, Li(g) lies in some low dimensional manifold in input space.

5.2 Adversarial Sets in Input Space

Having an understanding of level sets allows us to see adversarial images from a prospective
of image space topology. By set up, neural network f tiles the input space by 10 disjoint
label sets bordered by their decision boundary. For our image recognition function g, L (g)
lies in some low dimensional manifold and the label sets of g, which do not tile the image
space. Decision boundary of g separates images that can be visually recognized as a digit

from those that are not.

With this mental picture, we can then visualize the location of adversarial image sets.
The adversarial image that visually appears to be a "7" but misclassified by the network
as a "1" in Figure 3.3 is an instance from the dashed red region correspond to adversarial
set in 5.1. Although the network decision boundary of f separates images from class "1"
and class "7" in the data set(triangles) perfectly, those discrete observations of data from
pink manifold L;(g) and blue manifold of L7(g) does not exclude location in input space

that differentiate level sets of f and g. Alternatively, a neural network having the black
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Figure 5.2: A cartoon visualizing €71 (z) and d71(z) in input space. d71(x) measures the
distance from this image z, to network decision boundary, €71(x) measures the distance

from this image z in class 7 to level set Ly(1).

decision boundary also classifies data perfectly, while separating level sets of g with the

optimal margin, hence free from adversarial regions.

5.3 Quantifying deviation of decision boundary from the op-

timal margin

To compare how far the decision boundary learned by the neural network deviates from
the optimal margin, we look at the distance from a data instance x from D in class j to
label sets of all the other classes. d;;(«) measures the distance from z in class j to Li(f).

€jk(x) measures the distance from « in class j distance to Ly(g):
Ojp(x) = mf{D(a,z) : f(a') = k. g(x) = j} (5.1)

ejr(@) = inf{D(z',z) : g(2) = k, g(x) = j} (5.2)

D is characterized by the normalized Lo norm:

e \/ T oo} 5
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Figure 5.3: Distribution of 7 () from class j(row) to class k(column) obtained from 500
randomly sampled x in class j. x axis, percentage of 7 (), ranging from 0 to 1; y axis,
rjk(x). Small values of rj;(x) indicate that training samples are close to the decision

boundary of the DNN, as compared to the similar distance between data classes.

Further, we use rj;(z) to characterize the distance ratio for x between Ly (f) and Ly(g)

o) — djk ()
r]k( )_ Ejk(x) (54)

Shown in figure 5.2 is the schematic of d71(z) and e71(z) from an image in class 7. If a
network f nicely separates level sets of g correspond to the black boundary in Figure 5.2,
k() should be around 0.5 for any image x. We can further extract summary statistic by
looking at the minimal inter-class distances between label sets of f and g. J;; measures

the minimal distance from L;(f) to the manifold Lj(f) across all data points:
6jk = inf 5jk(.’L’) (5.5)
T

Similarly, €;, measures the minimal distance from L;(g) to the manifold Lj(g) across all
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Figure 5.4: Histogram of rj over all j and k. x axis, of rj;(x), ranging from 0 to 1; y axis,

k().

data points:

& = inf{ex(x) : g(x) = j (') = k) (5.6)

5.3.1 Experiment

We measure the those statistic on our default neural network mentioned in chapter 1, which

learns the data set with 98 % test accuracy performance.

In practice, the manifold of g is described by finite amount of data observations D. Due
to computational constraints on large data sets, 500 random images are sampled from class
J to obtain d;1(x) and €;,(x) on MNIST. §;4(x) is approximated by the minimal perturbed
image «’ from x generated by iterative gradient attack from z in class ¢ to target j. €;x(x)
is approximated by the minimal distance from x in class j to 500 random images in class k.
Further, €;;, and ;5 are calculated by averaging the minimal 5 percent of sampled €;(x)

and Jjk(x) to avoid the influence of outlying data such as misclassified images.

Shown in figure 5.3 is the distribution of r;;(x) for all classes j and k from 0 to 9. Row
j column Fk is the distribution of r;j;(z) for random 500 images z in class j. Most rj;(x)
have a normal shaped distribution with mean below 0.2, and a small standard deviation,

f]:g; with a randomly sampled data.
J

implying a small variance of

This is confirmed by plotting the overall distribution of r;; () in Figure 5.4. All of r;;(z)
falls below 0.4, 90% of () is below 0.2. Most distance from a random data point x to
neural network’s decision boundary is less than one-fifth of that to the image manifold.
Our neural network, despite classifying data well, does not separate the image manifold

with close to optimal margin.

One more observation from figure 5.3 is that the distribution have different shapes with

different j and k. For example, rg9s have a more peaked distribution compare to rgq4.
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Figure 5.5: a) Depicted d;;, and €, on MNIST, where the row index belongs to class j.

In addition, r;; does not seem to compensate rj;. For example, 793 and 739 both are
concentrated around 0.1. It is reasonable to assume the interclass distance in the manifold
does not change between €39(z) and eg3(x) with our measurement method, this means that
the shortest distance from images in class "9" to network’s decision boundary is similar
to the shortest distance from images in class "1" to network’s decision boundary. This
suggests that the neural net is learning a decision boundary that are having a consistently
small deviation from data compared to the separation of data specified by manifold. This
observation is further confirmed by the summary statistic of the approximated minimal
€;1 and d;;, across sampled images x in Figure 5.5 . While all entries of € is above 0.2, all
entries of § is below 0.2. This means the approximated minimal distance from an image
to the network’s decision boundary is much smaller than the minimal inter class distance

between manifolds.

The explanation for this is: the network is learning a highly curved decision boundary
that are close to data from any class indicated by in figure 5.6. The neural net is adjust
its large number of parameters to find a decision boundary that partitions the input space
just enough to score well on classification accuracy, which leads to a highly curved decision

boundary.

5.4 Conclusion and Discussion

We showed that adversarial sets of our FFNN on MNIST can be seen as regions in the
hand written digit image manifold that correspond to a different network classification
label. This adversarial region is not reflected by the classification accuracy on the data

set.
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Figure 5.6: A 2D cartoon showing a likely learned decision boundary partition of the

images.

We then quantified the deviation of network’s decision boundary from an optimal mar-
gin by estimating the distance from an image to network’s decision boundary and data
manifold. Our method shows that the decision level sets learned by a well trained DNN
is substantially different from the level set topology described by data. In particular, for
a random image in the data set, the distance to the network’s decision boundary is much
smaller than the distance to images from an alternative class independent of which class
the image belongs to. In particular, 90% of our sampled images have this distance ratio
below 0.2. Further, the minimal distance from data to decision boundary learned by our

network is significantly smaller than the minimal inter class distance described by data.

This suggest that despite high classification accuracy, the neural network does not learn
to separate data manifolds with the maximal margin. Rather, it disentangles data along
manifold using a highly curved decision boundary which lies very close to training data.
As a result of this highly curved decision boundary, there exist adversarial regions which

are very close to data points in the data set.

This highly curved decision boundary could result from learning. With a large number
of parameters, the network specifies its decision boundary with a huge degrees of freedom.
During the learning process, the gradient information from mini-batches simply moves the
network’s decision boundary away from incorrectly classified images with small steps. This

process is similar to how a single perceptron updates its parameters.



Chapter 6

Quantifying the Effects of Linearity
on Hidden Population during
Adversarial Attacks

In Chapter 3, we went over the suspected causes and narrowed down our hypothesis that the
linear transformation feature of neural network attributes to their adversarial vulnerability.
Despite being suspected before, this hypothesis was not generally accepted due to its lack
of quantitative evidence [1]. In this chapter, we study how linear activation function
influences network decision under adversarial attack. Given our simple architecture, we
can observe how adversarial attacks x’ = x+ A affect hidden population activities changes

network decision from true label y = f(z) to an adversarial label y = f(x).

6.1 Grouping Hidden Units

Since it is hard to tell what is going on by looking at the activation of an entire hidden layer,
we suggest to group the hidden units into their supporting classification label. Observed

that for the last layer of our neural network:

h? = W?H' + b? (6.1)

As the competition between entries of h? determines who wins out to be the network

classification. Each h? is calculated by previous layer of hidden activation H*:

hi=> WiH.+b (6.2)
k
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How those output unit changes during an attack is dependent on their input H'. Since
H ,i > 0 for all k, for those H. ,% associated with positive weight Wfk > 0, activation of H ,%
increases h? which translates to the competitiveness of the it" class to be the network’s
output. Therefore, by the sign of Wfk, we can simply group the hidden neurons H ,i into
those that increases h? and those that don’t. For example, Hy1 represents activation of
those hidden units supporting the benign label f(x), and Hy1 represents the hidden units
supporting the adversarial label f(x').

6.2 Studying the Hidden Unit Activation of One Example
Attack

We can then observe activation of Hz} and H; responding to a random image x and its
corresponding adversarial attack x in figure 6.1. Subplot a shows the original image, which
is correctly classified by the network with 70% certainty, on the right is its adversarial
attack, which is classified as an 8 with 77% confidence. Subplots b), ¢) and d) compares
the histogram of hidden activation for different groups of units in H! responding to input
x and x’. Specifically, b compares the distribution of hidden activation with original
input, H'g(x), and adversarial input H'g(x’). Compared to H'g(x), H'g(x’) has many
more of hidden units slightly activated. ¢) compares the histogram of hidden supporting
benign label H';(x) and adversarial label H';(x’) Compared to H'(x), H';(x) has
hidden units more sparsely activated. For reference, d plots the comparison histogram of
hidden supporting a reference label H'3(x) and H'3(x’). H'3(x’) has more units slightly

activated, but not as significant as this change observed in b.

To change the network’s decision from label 1 to label 8, adversarial perturbation in-
creases the activation of many hidden units H'g, and decreases the activation of many
H',. The activation of H'3 is also affected, but not as significant as H'g. It seems that as
many hidden units supporting adversarial label are slightly activated, the network switches

its classification to be the adversarial label.

As slight changes a hid of hidden units are induced by For any hidden unit HY;, its
positivity implies h'; = H';, and with input x and x’, H*;(x) and H';(x) are:

Hli(X) = ZWlinj + bli (63)
J

Hli(X,) = Z Wlin,j + bli (6.4)
J

So the change from H*;(x) to HY;(x’) is induced by the linear transformation responding
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Figure 6.1: Observation of hidde

differently to perturbed x’.

HY(x) - HY(X) = ) Whj(x; —x)) (6.5)
j

Since so far we only discussed the hidden population activation change for one instance of
image and adversarial attack, we check if this effect can be generalized to other adversarial

images and attacks.

6.3 Generalized to Many Adversarial Attacks

For many images x and their adversarial x’, we want to study the hidden populations

supporting original label y = f(x), and adversarial label y' = f(x'), described as:

H', = {H';: W?, ) >0} (6.6)
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H', : {H';: W2, >0} (6.7)

and compare the response of H' (x) with H',mathbfz'), and H', (x) with H',,mathbfz'),

to see if the population’s activation are affected.

Since it is hard to characterize histogram of hidden population for many images, there
should be some way to reduce our observation of hidden population change to some quan-
tification. To quantify population of hidden activation, we use GINI index as a measure
of how sparse/populated activations with n units are:

Z?:l Z?:l |H; — Hj|

GINI(H) = ST, (6.8)

Compared to other sparsity measures, it is demonstrated to be a preferred sparsity measure
with properties of including scale invariance([39]). In addition, sparsity measure by GINI
index has simple interpretation. When GINI index is 1, it correspond to super sparse
distribution, i.e. one H; has all the wealth. When GINI index is 0, it correspond to all
H,’s being equal.

6.3.1 Experiment

We pick 1000 random images from the data set and generated 840 successful adversarial
attacks by applying FGSM with step size 0.1. GINI index is calculated for hidden units
supporting adversarial labels and benign labels. The sparsity activity of hidden supporting
attack label responding to normal image H,/(x), and adversarial image H,/ (x’) is compared
in the left plot of figure 6.2. In addition, GINT index of hidden supporting benign/original
label responding to normal image Hy(x), and adversarial image H,(x’) is compared in the

right subplot of figure 6.2.

6.3.2 Result

Compared to H',/(x), sparsity of H',/(x) is reduced, as almost all points falls below the
equal sparsity line. This implies that those attacks x’ generated from x increases hidden

sub-population’s activation supporting adversarial decision units y/'.

In the right image in figure 6.2, compared to H',(x), sparsity of H',(x) is bigger, as
almost all points falls above the equal sparsity line. This implies that those attacks x’
generated from x increases hidden sub-population’s sparsity supporting the original label
y. The distribution of deviation of the left and right plot in figure 6.2 is shown in 6.3.
Across most of those adversarial attacks, hiddens supporting attack label has negative

sparsity change, and those supporting true label has positive sparsity change.
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Sparsity change of Hidden Activation Population during an Adversarial Attack
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Figure 6.2: Left: Hidden sub population’s activation sparsity supporting adversarial label
y' responding to regular image(x axis), H';(x), and adversarial image(y axis), H',/(x').
Each point correspond to one pair of image x and its adversarial dual: x’. Red line:
No sparsity difference between H',/(x) and H',/(x’). Right: Hidden sub population’s
activation sparsity supporting true label responding to regular image(x axis),H',(x), and
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adversarial image(y axis), H",x’.
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Figure 6.3: Histogram of sparsity difference between hidden subpopulation supporting
network decision H! ;(orange), and human decision: H'g(blue) responding to 840 random
images x and their adversarial images x’. Orange: distribution of GINI(H',(x")) —
GINI(H',(x). Blue: distribution of GINI(H',,(x')) — GINI(H'/(x))
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Those observations imply the population activation change that we observed in one ad-
versarial attacks can generalize to other adversarial attacks. This confirmed our hypothesis
on the mechanism of how linear transformation influences adversarial vulnerability across

many adversarial attacks.
As the network’s confidence on class y, and 3/ is determined by:
hy=> Wy Hi +b (6.9)
k
and

hy! = Wo Hj + b2 (6.10)
k

Adversarial attacks sparsifies activation of those hidden units supporting the benign la-
bel, which are H ]% with W;k > 0, hence a more sparse acrivation decreases the network’s
confidence on the benign label h;. At the same time, population of hidden units sup-
porting adversarial label increases, which are those H ,i with WyQ,k > 0, as a result, hf/
increases. Small magnitude of pixel wise perturbation is summed up by the first linear
layer to influence the population sparsity; the sequential layer then sums up population of
affected hidden units. In this process, the network’s classification changes from a correct

classification to an adversarial classification.

6.4 Conclusion and Discussion

The influence of linear transformation on adversarial attacks, although suspected to be
the cause from the earliest papers, have not had empirical observation or support for this
claim to our awareness. We examined this problem in our simple neural network on MNIST.
To quantify the influence of linearity on hidden populations being attacked, we purpose
to look at the sparsity change of hidden population activation as a measure to quantify
hidden population’s activity influenced by linearity of the scalar dot product. We showed
that compared to a benign image, the adversarial attacks decreases hidden population’s
sparsity due to the linear transformation of the first layer. Then the transformation of the
27d Jayer sums together those hidden populations to alter network decision to the attack

label.

If one sees each hidden unit’s activity as encoding the presence or absence of some visually
meaningful feature, then the visually imperceptible adversarial perturbation is slightly
similar to many features that hidden neurons are encoding, hence activating a population
of hidden neurons. Since the network output is determined by the most "popular vote" of

hiddens supporting their corresponding label, the effect of this imperceptible perturbation
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end up influencing the network more than the perceptible shape of hand written digits.
This can be seen as analogous to some social phenomenon. For example, we see many
media news reporting about daily lives of some celebrities, but only 1 media covers the
looming danger of climate change. The sheer number of news on trifling things is going to

bias us toward ignoring what is, to our future, the most important.



Chapter 7

Analyzing Subspace of Images that
lead to Equivalent Single and

Layer-wise Hidden Neural Activation

7.1 Introduction

These days, many people see ANN as something analygous to our brain. Especially, some
researchers showed that the activation of a hidden unit represents the presence of its pre-
ferred patterns similar to activation of V1 neurons detecting Gabor shaped edge patterns.
In this case, the weight connecting the input to the hidden, W1;, are seen as the pattern
that the artificial neuron is encoding for analogous to V1 neurons. In convolutional neural
network, those weights associated with hidden units in the first layer trained on natural
images emerge to be edge like. This argument is used to support convolutional neural
network as a model of the feed forward visual stream ([6, 40, 3|). However, adversarial
images as examples that differentiate the classification between our perception and ANN,

is a direct consequence of the different classification mechanisms between the two systems.

Here, we question and examine this popular belief and can ask similar questions in
neuroscience to artificial neurons in our default network f: what is the pattern of image
that hidden neuron activation is encoding, and an entire hidden layer? This question
translates to looking for images that equivalently lead to strong activation of one hidden
unit and a layer of hidden units. The linear layer-wise transformation of the neural network
architecture allows us to use linear algebra methods to analyze subspace of images that

leads to activation of a single neuron, and secondly, an entire layer of neurons.

47
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7.2 Subspace of image that leads to equal activation of a

single artificial neuron

First we start with the question: what is one intermediate, hidden unit in the neural
network representing? What do two images look like if they activate one neuron to the
same extent? In our simple network, we look at this question in the first hidden layer.

Recall in our hidden layer, on unit’s activation H; is:

H; = RELU (h;) (7.1)
where,

hi = Wix + b; (7.2)

x € [0,1]M, W, : RM — R Since H; = 0 does not affect subsequent layers, we look at the

situation where H; > 0 is observed, which leads to:

H;, = W;x+b; (73)

We want to find the set A that contains all x that leads to the same h; > 0:
A={xec[0,1M:h; — b = W;x} (7.4)
To know if one image x; € A uniquely activates h;, we assume there exist another image
X9 # x1 such that
hi = W;xq1 + b; = W;xs + b; (7.5)
Subtracting b; from both sides, we get:
Wi(x1 —x2) =0 (7.6)

Denote:

Ax = (x1 — X2)

We arrive at: (x1 — x2) € Null(W;). We can know if x; is unique by analyzing the null
space of W;. By rank nullity theorem:

M = Rank(W;) + Nullity(W;) (7.7)
Since Rank(W;) =1

Nullity(W;) = M — 1 (7.8)
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Figure 7.1: Two images that equivalently activates h;, Left: a random image that activates

hi, Right: an equivalent image that equally activates h;

Hence the null space of W; is not empty but a subspace of dimension M-1.

hi(x1) = hi(x1 + Ax) VAx € Nullity(Wj) (7.9)

Therefore, for any image xi, it is possible to find an an entire subspace of images with

dimension M — 1 that leads to the same activation value of the hidden.

If hidden neurons in our neural network behaves as pattern detectors as visual neurons

, one should expect any x; and x5 be visually equivalent, or at least similar to each other.

But we can easily find a contradiction. Two images with no visual resemblances to each
other activates h; to equally strongly. Figure 7.1 from our fully connected neural network
verifies this case. On the left is written digit image from the training set, it activates one
hidden neuron h; to 5.56. On the right is another image that activates h; to the exact
same extent. There is no visual similarity between images on the left and right, which is
plausible given the high dimension of null space. Hence just by looking at hidden activation

of h;, one cannot infer what pattern h; is seeing, unlike neurons in V1.

This can be problematic as subsequent layers of neural network makes decisions based
only on previous hidden activation. If the first layer of hidden units does not encode the
presence of patterns, then a nonsense image could also influence the later layers of the

network and subsequently leads to some strong decisions.

One may say that showing one hidden unit does not detect patterns does not exclude
pattern detection ability of an entire layer. After all, a neural network transforms images
into layer wise representation which can be a useful way for classification. In the next
section, we analyze the possible images that leads to the same hidden layer activation to

verify if they have visual resemblance to each other.
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7.3 Subspace of images that leads to equivalent layer of hid-

den activation

As a subsequent layer of neural network process its previous layer by a linear transformation
followed with a nonlinear activation function. We analyze the linear transformation W' :
RM — RN, of any subsequent layer from one layer H'=1 to the next h! and investigate
the space of images that leads to equal activation. This problem is divided into two cases:
. M>N;II, M <N.

731 M>N

For the case M > N, there is more neurons in the previous layer than the later layer. It
is reasonable to assume the rank of W being N, as its column vectors are independently

updated, this fact is also empirically verified. Then the activation of a hidden layer h! is:
h! = WH!"! 4 p! (7.10)

By our set up, H=1 € RM is the previous layer, and h! € RY is the next layer. In
this case, Nullity(W') = M — N. For any H'"1, there is a subspace of H!™! with
dimension M — N that lead to the same hidden layer activation, V HI=1 = H!=1 4+ AH!"1,
AH'"1 ¢ Nullity(W'), then h!(H"1) = h(H!"1").

732 M<IN

For the case M < N with less neurons in the previous layer than the later layer. Using the
same argument as the previous case, as the rank of W is empirically observed being M,
then Nullity(W') = 0. The linear transformation W' is a one to one mapping, meaning

for any h! correspond to a unique H'=1.

7.3.3 Subspace of images with the same H? in our default neural network

From the above discussion, we know that the transformation W1 in our neural network is
a one to one mapping, meaning that any h' correspond to a unique input x. But W2 has

a big subspace of H! that leads to equivalent activation of h2.

Therefore, we can find a subspace in input that leads to equivalent activation in the final
layer. One would expect two images that leads to the same activation value H? should be

visually indistinguishable from each other. However, this is not the case for our trained
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Figure 7.2: Two images that equivalently activates HZ2, Left: A random image from
MNIST. Right: An image that leads to the same H? activation. As a result, the net-

work has the same classification of the left and right image.

network. Shown in figure 7.2 is a contradiction. The left and right image have the same

H?2. While one is a hand written digit, the other does not appear meaningful.

7.3.4 Conclusion and Discussion

To see if neural network’s hidden unit represents the prescence or abscence of the pattern,
just like neurons in V1, we examined images that leads to the same hidden unit activation,
and the same layer wise activation. By analyzing the linear transformation subpart of the
architecture, for an activation of one artificial neuron, we showed that there exists an entire

subspace of images that lead to equally strong activation of this neuron.

Further, we analyzed the linear mappings from any layer of M neurons to its subsequent
layer of NV neurons, and showed that if the linear mapping is from more neurons in a layer
to less neurons in the next layer, there is a subspace of images that leads to equivalent
layer wise activation with dimension M — N. On the other hand, linear transformation

from a layer of less neurons to more neurons is a one to one mapping.

Note that transformation done by any neural network cannot be a one to one mapping.
One thing is, the activation function RELU that we omit reduces every h; < 0 to 0, so
it transforms large spaces of images equally to 0. In addition, for any neural network,
there is at least one layer with more neurons in the previous layer and less neurons in the
next layer, which makes one to one mapping impossible. For example, in our naive neural
network model, despite the first layer is has a one to one linear transformation, the second

layer is not.

It is true that a function that maps an image space into a small set of labels has to learn

some compressed information and hence would have subspaces of input that are equiva-
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lently activate hidden units, but images that maps to the same network output should at
least have visual resemblances to the network’s decision. However, unlike expected, those
subspace that leads to equivalent hidden activation of our last neural layer does not contain
visual meanings. It is very easy to find a counter example of images that equally activates
our last neuronal layer with no visual resemblances to each other. This is possibly due
to the linear transformation feature of neural network, which leads to equivalent subspace
spanned by basis functions, having a different topological character compared to visually

meaningful image manifolds.

The fact that hidden activation does not represent the presence of visual patterns in
images is problematic for both network’s classification and understanding the network. As
the consecutive layers of neural nets makes decision based on its previous hidden activation,
a nonsense image, or an image visually identified to be an alternative label, could be seen
equivalent to a hand written digit for a network classifier. In addition, although we have a
network that performs well on classification of images in the test set, we do not understand

the character of images that leads to the decisions.

From another prospective, if one would like to design an alternative architecture that
has hidden units resembling the activation of visual neurons, each neuron should represent
how similar one image is to the neuron’s preferred pattern, so that images that equivalently
activates one neuron and an entire layer have visual resemblances to each other. Translating
this to input space, the subspace of equivalent hidden activation should correspond to

manifold of visually meaningful images.



Chapter 8

Increasing Network Robustness by

Stochasticity

8.1 Introduction

In Chapter 4 we showed that the neural network needs to learn to to disentangle classes of
visually meaningful images lying on a low dimensional manifold embedded in input space.
In Chapter 5, we showed that our naive feed forward neural network f, despite having
good classification performance, have decision boundary very close to training images. As
a result, adversarial sets correspond to images that are close to training images does not get
classified the same as those training images. Building on top of our knowledge, we purpose
a simple method to improve adversarial robustness by pushing the decision boundary
away from training images. We do this by adding stochastic noise to the training images,
although adding preprocessing to input image has been tried for other purposes, we verify

this approach with our experimental understanding.

8.2 Method

In Chapter 5, we learned that adversarial sets lie in image space that are on the data
manifold, but cross decision boundary learned by the network, mainly because of the
sparsely distributed data points. Ideally, if we can move the decision boundary away
from the data manifold, we should be able increase the robustness of a network f against
adversarial attack. In order to achieve that, adding stochastic perturbation on images in
the training set could help. Knowing that stochastic perturbation of a small magnitude

does not change the class of image class, but may cross the decision boundary learned by

53
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Figure 8.1: A cartoon of input space. Blue region is the manifold of all images classified as
1. By stochastically perturbing image x in class 1 to 2’ and train network with z’ labeled
as 1, 2’ lies still on the manifold of 1, but cross the decision boundary that partitions the
data manifold. Hence, a network trained on an augmented data set should be more robust

to adversarial attacks.

the network. One example is illustrated in figure 8.1, a data in the training set x is on
the image manifold of 1, after stochastically perturbing x to z’, 2’ stays on the manifold
of 1, but crosses the network’s red decision boundary. In this case, the network trained on
x fails to accurately classify x’, but a network trained on both z and z’ would correctly
classify both data.

By training with stochastically perturbed images, network is forced to classify images
that are randomly a small distance away from images in the training data. So it should be

expected that the robustness of network trained on augmented data should improve.

8.3 Robustness Measure

To evaluate the robustness of a network f against an adversarial perturbation of average
Lo norm of magnitude €, we utilize the fact that perceptual classification does not change
for z and 7', i.e. g(x) = g(2'). Each data 2’ in D'4eq is generated from z in Dyes that are

€ distance away from x measured by:

. \/ T o=} 51

The classification accuracy can be generalized to adversarial test set with perturbation
€: D'iest(€). Each image in D'yesy with each of its images z’ being attack images of its
corresponding = from the original test set Dyess With perturbation magnitude e generated

using FGSM. Essentially, D'cs(€) is an attack set of Dyeg. Accuracy of a network f
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Figure 8.2: Accuracy versus epsilon robustness measure on network trained with 1, 3, 5

and 10 folds of stochastically augmented training set.

evaluated on D/ieq(€) can be calculated by:

/(') = g(=)]

8.2
|D/test| ( )

Accuracy =

We know ¢(z) from the data set. We can use this augmented accuracy evaluation as a

robustness measure.

8.4 Experiment

To augment the training set Dyyqin, a perturbed images 2’ from x is generated by adding

stochastic noise magnitude « on every pixel of x:

2’ = clip,(z + ) (8.3)
The clip, function make sure z’ stays in the range specified in input space. Further,

a~ 0.1 x 2 x (Bernoulli(0.5) — 0.5) (8.4)

We generate 1, 3, 5, and 10 folds of perturbation on the training set Dyq;n. For each n
fold perturbation, it means that n — 1 stochastic images 2’ is generated for each image x
in Dypgin, as a result, the number of images used to train the network increases by 0, 2, 4,
and 9 folds.

We fix the network architecture to the fully connected, feed forward architecture (784 x
1024 x 10) described in Chapter 3. Then network fi, fs, f5, and fio with this architecture
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and the same initial parameters independently trains on their corresponding augmented
training data with 1, 3, 5, and 10 folds of perturbation until convergence. We then evalu-
ated the robustness of networks f1, f3, f5, and fi¢ using extended accuracy measure with

equation 8.2. Their performance with an increasing € is shown in figure 8.2.

8.5 Result and Conclusion

The performance of fi1, f3, f5, and fip with an increasing € are shown in blue, orange, green
and red lines. With our naive network f; depicted with blue line, we see that when € is 0,
accuracy is the classification accuracy on the test set. For fi, classification accuracy in the
adversarial attacked test set D'is:(€) drops quickly with an increasing e, when e is above
0.06, accuracy of fi; drops down to 0. This means that if a network is not trained with noise,
then its learned decision boundary can be so close to data that a perturbation magnitude
with 0.06 is able to fool all of the network’s classification on the test set. Meanwhile, the
performance of networks trained with more folds of noise become better. While accuracy
of f3 also converges to 0, it is at a much slower pace, further, accuracy of f5 converges
to around 0.5 when ¢ increases to above 0.05. In addition, accuracy of fig converges to
around 0.8% as € increases to be above 0.04. This means that above 50% of test image
is not vulnerable to adversarial attack with magnitude above 0.05, and for fig, around
80% of test image is not vulnerable to adversarial attack with magnitude above 0.04. This
implies that by adding noise perturbation away from training images, we can make sure
that the test data stays within sufficient distances away from the decision boundary, which

fullfills our intention in 8.2.

However, there are two main limitation of this method: first, one needs a lot of noise
perturbed data to increase the robustness of network. This issue is not so apparent in
our MNIST data set, but can be a problem in larger data sets. Secondly, we augmented
training image with noise magnitude of 0.1, and are able to push the decision boundary
further. However, it does not rule out the possibility that when € is above 0.1, the accuracy
measure for fig and f5 might also drop to 0, since those neural nets are trained with noise
augmented magnitude of 0.1, it does not rule out the possibility of adversarially classifiy

images that are more than 0.1 € away from the data set.



Conclusion

To get an intuitive understanding on why neural network image classifiers are vulnerable
to adversarial attacks, we base our study on a simple 3 layer fully connected feed forward
architecture learning to classify hand written digit images on the MNIST data set. By
speculating on causes of adversarial vulnerability, we narrowed our hypothesis down to the
linear transformation feature of neural network learning to disentangle visually meaning-
ful image classes along a small dimension of manifold. Although previous literature also
suggested that NN’s linear transformation feature can be related to its adversarial vulner-

ability. This hypothesis was not generally accepted due to its lack of empirical evidence.

As understanding the topological characters of high dimensional image data is difficult,
we associate this problem with the manifold hypothesis which states that those visually
meaningful hand written digits lie on a low dimensional manifold. Using a box counting
method, we estimated that the dimension of the MNIST data to be in a 6-dimensional

manifold embedded in the 784-dimensional image space.

By its set up, a neural network separates the input space into label sets bordered by its
decision boundary. To merge this with our understanding of visually meaningful images,
we suggest to see the adversarial image sets as regions of input space that differentiate

network decision and manifold class.

This understanding allows us to ask the question: how are decision boundary located
around image manifolds. To study this, we sampled images from the data set and compares
its distance to the network’s decision boundary and the corresponding manifold. We showed
that the distance ratio between the two is less than 0.20 for 90 % of sampled images. This
result suggests that rather than finding the margin that farthest separates classes of image
manifolds, the learned network decision boundaries are highly curved and lie very close
to images in the data set. We suggest that this highly curved structure could be due
to having a high degrees of freedom allowed by the large parameter set. The decision
boundary’s proximity to images in the data set can be caused by the gradient descent
algorithm adjusting parameters, which assumes a high degree of freedom, in small steps

away from incorrectly classified images.

o7
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To study how linear transformation feature affects adversarial vulnerability, we divided
the hidden units into sub-population supporting adversarial class and benign class and com-
pared their responses between one pair of benign image and its adversarial attack image.
We observed the small visually indistinguishable perturbation on adversarial image influ-
ence denser weak population activation for sub-population supporting adversarial class,
and sparser activation for hidden sub-population supporting benign class. To quantify this
effect, we use GINI index as a sparsity measure and showed that this effect is observed in
most adversarial attacks. We showed that the small visually indistinguishable perturba-
tion on adversarial image, by linear transformation, induces dense, weak sub-population
activation of hidden units supporting the adversarial label and sparsifies activations of
those sub-population supporting the benign label. This effect is then being summed up
by subsequent layer in an additive fashion, altering the network decision from the benign
label to the attack label.

The linear transformation feature allows us to study subspace of images that leads to
equivalent activation for one neuron and an entire layer of neurons. Another effect of the
linear transformation by the network is the subspace of images that equivalently activates
one neuron and an entire layer of neurons. We showed that rather than being visually
equivalent or similar, some nonsense image are perceived by the network the same as a
hand written digit image. This suggests that we should not interpret artificial neural
activation as encoding the prescience or absence of specific patterns, as compared to visual

neurons.

Our suspect of linear transformation causes adversarial vulnerability could be used to
explain the reason adversarial attacks are transferrable across independently trained neural
networks even with different architectures. It could be that linear transformation with
different architectures learns similar linear subspace of image space that partitions the

decision boundary of the network to disentangle data manifolds.

Finally, building on our understanding of manifold and decision boundary, we verified
a simple attempt to increase the robustness of neural network by pushing the decision
boundary away from data instances through augmenting the training set with stochasti-
cally perturbed images. We showed that this can effectively increase the robustness to
FGSM with the specified perturbation margin. Specifically, by adding 10 fold stochas-
tically perturbed images for each original data with pixel-wise perturbation magnitude
0.1, the robustness of neural network towards adversarial attacks with average Lo norm
converges to around 80%, compared to the less than 5% of the nonstochastically trained

original neural network.

We acknowledge that our attempts to increase robustness for linear networks simply by

pushing the decision boundary away from data is preliminary and has limitations. Rather,
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we suggest that future study of finding architecture robust to adversarial attacks should
think about replacing the linear transformation part of the architecture to an alternative
layer wise transformation that is more similar to how the visual neurons identify patterns

in images. Specially, they should have the following characteristics:
e Small perturbations in image should not be able to influence hidden neural population
in an accumulative manner.

e Subspace of images that equivalently perceived by the neural network should resemble

visual similarities to each other

e In the input space, the decision boundary of an adversarial robust neural network

should have large margins between manifold classes.

As the adversarial problem is still unsolved today, those insights could be a guidance toward

building a robust neural network against adversarial attacks.
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